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JNS devolution

tive Directory environments that allows client computers that
Ild namespace to access resources in the parent namespace
plicitly provide the fully qualified domain name (FQDN)

i»ndows 7 introduces the ca of a devolution level .

e devolution level can be configured. If not set, then the devolution level is
ermined automatically according to a set of rules based on the number of
s in the forest root domain (FRD) and the primary DNS suffix.

efault, devolution now proceeds down to the FRD name and no further.
eviously, the effective devolution level was always 2 .

vent inadvertently treating systems outside of the organizational boundary as
hey were internal .

This update is also available for previous operating systems.
See Microsoft Security Advisory 971888: Update for DNS Devolution.
(http://go.microsoft.com/fwlink/?Linkld=166679).



NS Devolution: continued

Example

A FRD:
A Prlmary_DNS suffix: _ R
A Devolution level as determined by rule: 3
A An appllcatlon attemptlng tO query the DM server addresses, in order of use:
hostname will attempt to resolve
and 3
A PreV|OUSIy, an attempt WaS aISO made to The following three settings are applied to all connections with TCP/TP

enabled. For resolution of unqualified names:
reSO IVe | @ Append primary and connection specific DMS suffixes

Append parent suffixes of the primary DMS suffix
() Append these DNS suffixes (in order):

Devolution is not enabled if:
A A global suffix search list is configured.

L Add... | | Edit... | | Remove |

A Append parent suffixes of the primary DNS suff i
IS not selected in advanced TCP/IP settings. PINS suffo for s comnecn:

Register this connection's addresses in DNS

Use this connection's DNS suffix in DS registration

M ore information:



“Security-aware”

non-validating DNS client relies on a DNS server to perform DNS
rity extensions (DNSSEC) signature validation.

ity -aware: The client is capable of establishing a secured channel to a
rity-aware name server.

urity-aware client will expect the DNS server to indicate results of the
validation when returning the response. This is done by setting the
Authenticated Data (AD) bit in the response. If the DNS server fails to
validate successfully (as indicated by the AD bit not being set in the
response), the DNS client can reject the response

Stub resolver : The client doesnot perform recursion itself but rather relies on
the DNS server to perform recursion as defined in RFC1034, section 5.3.1.
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