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È Windows 7 DNS client 

ÁDNS devolution

ÁSecurity-awareness: DNSSEC

ÁName Resolution Policy Table (NRPT)



È What is it?
Á òA behavior in Active Directory environments that allows client computers that 

are members of a child namespace to access resources in the parent namespace 
without the need to explicitly provide the fully qualified domain name (FQDN) 
of the resource.ó

È What is different?
Á Windows 7 introduces the concept of a devolution level .

Á The devolution level can be configured. If not set, then the devolution level is 
determined automatically according to a set of rules based on the number of 
labels in the forest root domain (FRD) and the primary DNS suffix. 

Á By default, devolution now proceeds down to the FRD name and no further.

Á Previously, the effective devolution level was always 2 .

È Why the change?
Á To prevent inadvertently treating systems outside of the organizational boundary as 

though they were internal .

This update is also available for previous operating systems. 
See Microsoft Security Advisory 971888: Update for DNS Devolution.

(http://go.microsoft.com/fwlink/?LinkId=166679). 



È Example
Á FRD: corp.contoso.com
Á Primary DNS suffix: east.corp.contoso.com
Á Devolution level as determined by rule: 3
Á An application attempting to query the 

hostname srv7 will attempt to resolve 
srv7.east.corp.contoso.comand 
srv7.corp.contoso.com. 

Á Previously, an attempt was also made to 
resolve srv7.contoso.com.

È Devolution is not enabled if: 
Á A global suffix search list is configured.
Á Append parent suffixes of the primary DNS suffix

is not selected in advanced TCP/IP settings.

More information: http ://technet.microsoft.com/en -us/library/ee683928(WS.10).aspx



È The Windows 7 DNS client is a òNon-validating security -aware 
stub resolver.ó 

Non -validating : The client will not validate on its own that DNS responses 
have not been modified in transit .

The non-validating DNS client relies on a DNS server to perform DNS 
security extensions (DNSSEC) signature validation.

Security -aware: The client is capable of establishing a secured channel to a 
security-aware name server.

The security-aware client will expect the DNS server to indicate results of the 
DNSSEC validation when returning the response.  This is done by setting the 
Authenticated Data (AD) bit in the response.  If the DNS server fails to 
validate successfully (as indicated by the AD bit not being set in the 
response), the DNS client can reject the response.

Stub resolver : The client does not perform recursion itself but rather relies on 
the DNS server to perform recursion as defined in RFC1034, section 5.3.1.
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È A Windows Server 2008R2 DNS server deployed as a forwarder or a recursive DNS 
server retrieves DNSKEY resource records required to perform DNSSEC validation if it 
receives a query for information in a zone for which it has a configured trust anchor.

È Spoofed responses to queries for DNSSEC protected zones will fail validation because 
they cannot provide the correct DNSKEY RRs.

È The Windows 7 DNS client can be configured to fail queries that are not successfully 
validated using a new feature in Windows Server 2008 R2 called the Name Resolution 
Policy Table (NRPT) .

È For more information, see Understanding DNSSEC in Windows 
(http://technet.microsoft.com/en -us/library/ee649277(WS.10).aspx).
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