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Agenda

* Wired and wireless security services
* |EEE 802.1X for wired and wireless
* Wireless data protection

* Windows 7 and Windows Server 2008 R2
changes



Wired and wireless security services

* Endpoint authentication: Who Is connecting?
* User or computer credentials

* Connection authorization: Are they allowed to
connect?

* |dentity protection: IS my account name visible’

* Integrity check: Was data changed in transit?
* Encryption: Is data confidential?

* Data authentication: Was data sent by someon
with the same keying material?



802.1X for wired and wireless

* |EEE 802.1X
* Extensible Authentication Protocol (EAP)

* Remote Authentication Didh User Service
(RADIUS)

* Protected EAP (PEAP)



IEEE 802.1X

* Portbased network access control
*  Originally defined for Ethernetwitches
* Adapted for IEEE 802.11 wireless LANs

* |IEEE 802.1X terms:

* Supplicant
* Authenticator
* Authentication server

* Authenticationprotocol
* EAP

Supplicant

Authenticator

Authentication
server



EAP

* Originally designed fd?ointto-Point (PPPbased
connections
RFG748

* Allows for an operended exchange of messages
between the supplicant and thauthenticationserver

* Extensible by creating an EAfPe

Plugin modules at the supplicant and the authentication
server

* EAPMessage Digest 5 (MD5) Challenge
*  EAPTransport Layer Security (TLS)

* EAP over LAN (EAP@Qe&lines IEEE 802 encapsulatior
of EAPMessages



EAP-TLS

* TLS authentication over EAP
* RFC 2716

Same as Secure Sockets Layern)(SSL
* Mutual authentication protocol

* Typicallyused indigital certificatebasedsecurity
environments

* For802.1Xauthentication

Authentication server verifiethe certificateof supplicant
Supplicant verifieghe certificateof authentication server
Both generatemutually determined keying material



RADIUS

* Widelydeployed protocol enabling centralized
authentication, authorization, and accounting
(AAA) fometwork access

RFCs 2865 and 2866

* Originally developed for dialp remote access,

RADIUS IS now supported by:
Wireless APs
Authenticating Ethernet switches
Virtual private network (VPN) servers

Digital Subscriber Line (DSL) and other network access
servers



RADIUS components
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RADIUS messages

-

AccessRkequest
AccessAccept
AccessReject
Acces<Lhallenge
AccountingRequest
AccountingResponse
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EAP over RADIUS

Wireless < Wireless >  RADIUS

EAPmessages

client with EAPOL AP

RADIUS messages
with

EAPMessage attribute

server

o
EAP conversation

The wireles®AP/Ethernet switclibecomes a pasthrough device

passing EAP messages betweendbees<lient and the
RADIUS server

Processing of EAP messages occurs aathes<lient and the
RADIUS server, not at the wireled3/Ethernet switch

* Install modules for an EAP authentication types at the access client ar
the RADIUS server
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