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Proof that IPv6 is here



²ƘŀǘΩǎ ²ǊƻƴƎ ²ƛǘƘ LtǾпΚ
·Small address range

·Non-hierarchical allocations

·We are all 2nd class netizens

·So many protocols are broken, fixed, broken again

·(ÁÓÎȭÔ ÌÅÁÒÎÅÄ ÆÒÏÍ Ϋί ÙÅÁÒÓ ÏÆ ×ÉÄÅ ÄÅÐÌÏÙÍÅÎÔ



²Ŝ IŀǾŜƴΩǘ wǳƴ hǳǘ ¸ŜǘΗ
IPv4 Exhaustion Counter from the IPv4 
Address Report at 
http://www.potaroo.net/tools/ipv4/index.ht
ml
Fetched on February 28, 2009, this implies 
we have until April 2011 before the reserved 
blocks are all gone.

http://www.potaroo.net/tools/ipv4/index.html
http://www.potaroo.net/tools/ipv4/index.html


Oh, Yes We Have!
·Why are we using NAT?

·Security ɀstops incoming connections

·So does a firewall ɀand it does it better

·Security ɀhides internal topology

·So does IPv6 ɀand it does it better

·Comfort

·.Ïȟ ÉÔȭÓ Á ÐÁÉÎÆÕÌ ËÌÕÄÇÅ



The NATstyTruth
·We are using NAT for one reason only:

·We ran out of IPv4 addresses years ago.



So, What Does IPv6 get us?
·IPv6 puts us all back on equal footing

·Dump your NATs and ALGs!

·No worries about address exhaustion

·)ÍÐÌÅÍÅÎÔ ÎÏ×ȟ ×ÈÉÌÅ ÉÔȭÓ ÎÏÔ Á ÈÕÒÒÙ

·Be ahead of the competition ɀand your coworkers

·Simpler firewall rule sets

·No fragmentation

·Consistent IPsec and Multicast support

·Mobility Improvements

·New Devices (sensors, security cameras, etc)



! CŜǿ 5ǊŀǿōŀŎƪǎΧ
·Install a parallel networking protocol

·Update your network applications

·Update some network devices

·Re-write your code

·Learn network subtleties again



²ŜΩǾŜ 5ƻƴŜ ¢Ƙƛǎ .ŜŦƻǊŜ
·Remember these?

·Netware IPX/SPX

·DEC LAT

·NetBEUI

·What replaced them?  

·!ÎÄ )0Öΰ ÉÓÎȭÔ ÒÅÁÌÌÙ that different

·Rewriting the network engine for WFTPD ɀ2 hours!



New Stuff ςIPv6 Addresses

·New IP address format (and size)

·Hexadecimal digits ɀeasier for subnetting

·Ȱxxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx:xxxx ȱ

·Ȱ0000ȱ ÃÁÎ ÂÅ ÒÅÍÏÖÅÄ ɀÓÈÏ×Î ÂÙ Ȱȡȡȱ

· fe80:0000:0000:0000:797d:7166:8aa4:ae56 becomes 
fe80::797d:7166:8aa4:ae56

·Leading zeroes are also removed ɀ0054 becomes 54

·%10 ÉÓ ÔÈÅ ȰÓÃÏÐÅ )$ȱ ÏÒ ȰÚÏÎÅ )$ȱ



Special Address Prefixes
· fe80::/64 ɀLink-local addresses (like IPv4 

169.254/16 )

·2000::/3 ɀGlobal Unicast addresses (normal 
addresses)

·2001::/32 ɀTeredoaddresses

·2001:db8/32 ɀDocumentation example addresses

· fec0::/10 ɀDeprecated Site-local addresses

· fc00::/7 ɀUnique Local Unicast addresses

· ff00::/8 ɀMulticast addresses

·No broadcast addresses!



Special Addresses
· :: - ÁÌÌ ÚÅÒÏÅÓȟ ÊÕÓÔ ÌÉËÅ )0ÖήȭÓ 0.0.0.0

· ::1 ɀlocalhostȟ ÌÉËÅ )0ÖήȭÓ 127.0.0.1

· ff02::1 ɀAll machines on this subnet

· ff02::2 ɀAll routers on this subnet

· ff02::1:3 ɀAll machines using LLMNR

· ff05::1:3 ɀAll DHCP servers in this site



Address Autoconfiguration
·Almost unusable in IPv4

·Assigns a 169.254/16 Ȱ!0)0!ȱ ÁÄÄÒÅÓÓ

·Only useful for link -local communication, if at all

·Picks a random address, asks if it is in use

·In IPv6, the same idea is extended

·0ÉÃË ÒÁÎÄÏÍ ÁÄÄÒÅÓÓÅÓ ÁÎÄ ÁÓË ÉÆ ÔÈÅÙȭÒÅ ÕÓÅÄ

·Now we ask on:

· Link-local

·Global Unicast

· Unique Local Unicast


