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}IPv6 addressing and DNS review  

}IPv6 subnetting and address allocation  

}Stateful vs. stateless address 
autoconfiguration  
ƁRouters vs. DHCPv6 servers  

}DNS servers and name resolution  
ƁRegistration of AAAA records  

ƁDNS traffic over IPv6  

ƁSource and destination address selection  



What are IPv6 addresses 
again?  



}IPv6 address in binary form  
 0010000000000001000011011011100000000000000000000010111100111011 

0000001010101010000000001111111111111110001010001001110001011010  

}Divide along 16 - bit boundaries  
 0010000000000001   0000110110111000   0000000000000000   0010111100111011  

0000001010101010   0000000011111111   1111111000101000   1001110001011010      

}Convert each 16 - bit block to hexadecimal 
and delimit with colons  
Ɓ2001:0DB8:0000:2F3B:02AA:00FF:FE28:9C5A  

}Suppress leading zeros within each block  
Ɓ2001:DB8:0:2F3B:2AA:FF:FE28:9C5A  



}A single contiguous sequence of 16 - bit 
blocks set to 0 can be compressed to ò::ó 
(double - colon)  

}Example:  
ƁFE80:0:0:0:2AA:FF:FE9A:4CA2 becomes 

FE80::2AA:FF:FE9A:4CA2  

 

ƁFF02:0:0:0:0:0:0:2 becomes FF02::2  

 

Ɓ2001:DB8:0:2F3B:2AA:FF:FE28:9C5A becomes 
2001:DB8 ::2F3B:2AA:FF:FE28:9C5A  



}Express routes, address spaces, or address 
ranges  

}IPv6 always uses address / prefix - length  
notation  
ƁSimilar to CIDR notation  

}Examples  
Ɓ2001:DB8:0:2F3B::/64 for a subnet prefix  

Ɓ2001:DB8:3F::/48 for a route prefix  



}Link - local addresses  

}Global addresses  

}Unique local addresses  



}Address scope is a single link  
ƁEquivalent to APIPA IPv4 addresses (169.254/16)  

}FE80::/64 prefix  

}Used for:  
ƁSingle subnet, routerless configurations  

ƁNeighbor Discovery processes  

Interface ID  

64 bits 

1111 1110 1000 0000 . . . 0000  

64 bits 



}Address scope is the entire IPv6 Internet  
ƁEquivalent to public IPv4 addresses  

}Structure  
ƁGlobal Routing Prefix  

ƁSubnet ID  

ƁInterface ID  

Interface ID  

64 bits 

Subnet ID  

45 bits 

001  Global Routing Prefix  

16 bits 



}Private to an organization,  yet unique per 

site and per organization  

}FD00::/8 prefix  

}40 - bit Global ID randomly assigned  
ƁUnique 48 - bit prefix between sites of an 

organization and between organizations  

1111 1101  Interface ID  

8 bits 64 bits 

Global ID  

40 bits 

Subnet ID  

16 bits 



}RFC 1886  
ƁDNS extensions to support IP version 6  

}Name to address records  
ƁAAAA record type (equivalent to IPv4 A record)  
ƁExample record  

host1.example.com    IN    AAAA    

2001:db8::1:dd48:ab34:d07c:3914  

}Address to name records  
ƁNew reverse domain called IP6.ARPA.  
ƁExample record  

4.1.9.3.c.7.0.d.4.3.b.a.8.4.d.d.1.0.0.0.0.0.0.0.8.b.d.0.1.0.

0.2.ip6.arpa.   IN  PTR   host1.example.com  



}DNS clients only register global and unique -
local addresses  

}Windows dynamic update behavior  
ƁDNS client  
¶On the DNS tab of advanced TCP/IP settings  

 

 

ƁDNS server  
¶On the General  tab of the properties of a zone  
¶None  

¶Secure only (default)  

¶Nonsecure and secure  

 



}Domain members  
ƁNo problem  

}Non - domain 
members  
ƁUse DHCP service to 

register on the DNS 
clientõs behalf 

ƁDNS tab of the 
properties of a DHCP 
scope  

 



How do I divide up an IPv6 
address prefix?  



}Using the 16 bits in the Subnet ID portion of the 
global or unique local address prefix  

 

}Step 1: Determining the number of bits to subnet  
ƁSubnetting on nibble (hex digit) boundaries  
¶4 hex digits  

¶Example: Region - Location - Building - Floor  
¶2001:DB8:1719: 2A3E::/64  

¶ 2 ð Region  

¶A ð Location  

¶ 3 ð Building  

¶E -  Floor  

ƁSubnetting on bit boundaries  

}Step 2: Enumerating the subnetted address prefixes   



} f  = number of fixed bits  

} s = number of bits for 
subnetting  

} r = remaining bits  

} f+ s+ r=16  

[48-bit prefix]: :: 

f 

s 

r 



}Binary  
ƁUse binary representations of the subnet ID and 

convert to hexadecimal  

}Hexadecimal  
ƁUse hexadecimal representations of the subnet ID 

and a calculated increment  

}Decimal  
ƁUsing decimal representations of the subnet ID and 

increment  



1. Calculate the hexadecimal increment 
between subnetted address prefixes  

2. Create 2 - column table:  
ƁNetwork prefix number  
ƁSubnetted address prefix  

3. First entry is starting prefix with new prefix 
length  

4. Next entry is starting prefix plus increment 
with new prefix length  

5. Repeat step 4 until table is complete  



}Step 1  
ƁStarting prefix: 2001:DB8:0:C000::/51  

¶f = 51 ð 48 = 3  

ƁNumber of bits to subnet: 3  

¶s = 3  

ƁNew prefix length is 51+3=54  

¶l = 51 + s  

ƁIncrement between subnets:  

¶i = 2 16 - (f+s)  = 2 16 - (3+3)  = 1024 = 0x400   

C000 is 1100 0000 0000 0000  

Fixed bits  

Bits for subnetting  



}Steps 2 and 3  

Network Prefix Number Subnetted Address Prefix 

1 2001:DB8:0:C000::/54 

C000 is 1100 0000 0000 0000  



}Step 4  

Network Prefix Number Subnetted Address Prefix 

1 2001:DB8:0:C000::/54 

2 2001:DB8:0:C400::/54 

add 0x400 

C400 is 1100 0100 0000 0000  



}Step 5  

Network Prefix Number Subnetted Address Prefix 

1 2001:DB8:0:C000::/54 

2 2001:DB8:0:C400::/54 
add 0x400 

3 2001:DB8:0:C800::/54 

C800 is 1100 1000 0000 0000  



}Step 5  

Network Prefix Number Subnetted Address Prefix 

1 2001:DB8:0:C000::/54 

2 2001:DB8:0:C400::/54 

3 2001:DB8:0:C800::/54 

4 2001:DB8:0:CC00::/54 
add 0x400 

5 2001:DB8:0:D000::/54 
add 0x400 

6 2001:DB8:0:D400::/54 
add 0x400 

7 2001:DB8:0:D800::/54 
add 0x400 

8 2001:DB8:0:DC00::/54 
add 0x400 

DC00 is 1101 1100 0000 0000  



How does the host know 
where to get its configuration 
settings?  



}Nodes discover the set of routers on the local 
link  

} IPv6 router discovery also provides:  
ƁDefault value of Hop Limit field  
ƁUse of stateful address protocol for addresses or 

other settings  
ƁReachability and retransmission timers  
ƁNetwork prefixes for the link  
ƁMTU of the local link  
ƁHow long the advertising router is the default router  
ƁSpecific routes  

}Exchange of Router Solicitation/Router 
Advertisement (RA) messages  



Router  

Host A  

¡ Send multicast Router Solicitation  

Router Solicitation  

Ethernet Header 

Å Destination MAC is 33-33-00-00-00-02 

IPv6 Header 

Å Source Address is ::  

Å Destination Address is FF02::2 

Å Hop limit is 255 

Router Solicitation Header MAC: 00-B0-D0-E9-41-43  

IP: none 

MAC: 00-10-FF-D6-58-C0   

IP: FE80::210:FFFF:FED6:58C0  



Host A  

MAC: 00-10-FF-D6-58-C0  

IP: FE80::210:FFFF:FED6:58C0  

Router  

Ethernet Header 

Å Destination MAC is 33-33-00-00-00-01 

IPv6 Header 

Å Source Address is FE80::210:FFFF:FED6:58C0 

Å Destination Address is FF02::1 

Å Hop limit is 255 

Router Advertisement Header 

Å Current Hop Limit, Flags, Router Lifetime, 

Reachable and Retransmission Timers 

Neighbor Discovery Options 

Å Source Link-Layer Address 

Å MTU 

Å Prefix Information 

¢ Send multicast Router Advertisement  

Router Advertisement  

MAC: 00-B0-D0-E9-41-43  

IP: none 



1. Stateless  
ƁReceipt of Router Advertisement messages with one 

or more Prefix Information options  

2. Stateful  
ƁUse of a stateful address configuration protocol such 

as DHCPv6 

3. Both  
ƁReceipt of Router Advertisement messages and 

stateful configuration protocol  

 
}For all types, a link - local address is always 

configured  



}Configure link - local address  
ƁPerform duplicate address detection  

}Perform router discovery  
ƁUse Router Advertisements to determine  

¶Configuration parameters  

¶Stateless addresses and on - link prefixes  

¶For stateless addresses, perform duplicate address detection  

¶Whether to use DHCPv6  

¶Request address prefixes via Managed Address Configuration 
flag  

¶Request options via Other Stateful Address Configuration flag  

ƁIf no responses, use DHCPv6  



Use DHCPv6. 

Send Router Solicitation.  

Set Hop Limit, Reachable Time,  
Retrans Timer, MTU.  

Are Prefix  
Information  

options  
present?  

Yes 

No 

Router  
Advertisement  

response  
received? 

No 

Yes 

Use DHCPv6. 

Is  
Other  

Stateful  
Configuration  

 flag set  
to 1?  

Yes 

No 

Stop address autoconfiguration.  

Is Managed  
Address  

Configuration flag  
set to 1?  

No 

Yes 

Configure stateless addresses.  



}Managed Address Configuration flag  
Ɓnetsh interface ipv6 set interface <name/index> 

managedaddress=enabled  

}Other Stateful Address Configuration flag  
Ɓnetsh interface ipv6 set interface <name/index> 

otherstateful=enabled  


