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S DAMgmt - [DirectAccess\Setup]

== File Action

View Window Help

=1olx|
=18] %

=
£ DirectAccess .
. DirectAccess Setup
Setup ¢
= Bl Monitoring ‘h. ~

DirectAccess allows remote client computers to securely and seamlessly access the internal network.

Setup is complete. Click Finish to review a configuration summary.

Step 1 Step 2

Remote =B DirectAccess
e Clients = Server
: g
Internal
Identify the client Define connectivity and Network
computers that will be security policies for | m—
enabled for DirectAccess. controlling the

DirectAccess server.

Edit... Edit...

The configuration was last saved on: 8/31/2009 1:00:25 PM

The configuration was last applied on: 8/31/2009 12:18:55 PM

L‘ Overview of DirectAccess

Checklist: Before you corfigure DirectAccess

Step 3

=g=m Infrastructure
J] Servers

Identify the Infrastructure
Servers (DNS, DC,
Management) required by
DirectAccess clients.

Edit...

Step 4

Application
71 | | Servers

Identify the application
servers that accept secure
connections from clients.

Edit...
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d-Step 1

% DirectAccess Setup
{ DirectAccess Client Setup
"* DirectAccess client computers must be provisioned before they can connect to internal network
— resources.

Select one or more security groups of client computers that will be enabled for DirectAccess.

2, DA_Clients

Add...
Remove |

Leam more... Finish I Cancel
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a DirectAccess Setup
DirectAccess Server Setup

A DirectAccess server provides connectivity and security to remote dients that securely access the internal network

Connectivi
In order to setup your DirectAccess server, you must select which interfaces connect to the
Internet and the internal network. Please select the interfaces below.

Certificate Components

T W 1

\

DirectAccess Intemal
Server Network

Interface connected to the Internet Interface connected to the internal network
L] Details... l lCorpnet _j Details... I

10.0.0.2

lInternet

131.107.0.3
[ Require smart card login for remote users, and enforce this policy on the DirectAccess server

i To provide IPv6 connectivity over the existing IPv4 network, IPv6 transition technologies
will be enabled on the DirectAccess server.

< Back l Next > I Finish Cancel l

Learn more...
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(cont.)

a DirectAccess Setup
DirectAccess Server Setup

A DirectAccess server provides connectivity and security to remote dients that securely access the internal network.

A Gy

DirectAccess requires certificates to provide secure connectivity

Connectivity
Select the root certificate to which remote dient certificates must chain.
[ Use intermediate certificate
Browse... |

]DC =com, DC=contoso, DC=corp, CN=corp-DC1-CA

Select the certificate that will be used to secure remote dient connectivity over HTTPS
Browse... |

ICN =da1.contoso.com

< Back | Next > | Finish I Cancel
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D|rectAccess Setp Wizard- -Step 3° et

S DirectAccess Setup

Infrastructure Server Setup
Remote dient computers must be able to access infrastructure servers before they can connect to resources on the internal network. Please provide
_ information about the infrastructure servers.

DirectAccess requires a highly available and scalable Network Location server. This server should be

DNS and Domain Controller deployed with a server infrastructure such as domain controllers.

At

S

E

Management
¥ Network Location server is run on a highly available server (recommended).

Select the URL that will be used to provide dients with location information.

https: //nls.corp.contoso.com Validate I

" Network Location server is run on the DirectAccess server,

Browse...

Note: If the Network Location server is not available, connectivity may be disrupted.

< Back I Next > I Finish Cancel

Learn more...
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a rectAccess Setup

= = Infrastructure Server Setup
=
= s‘
= F Remote dient computers must be able to access infrastructure servers before they can connect to resources on the internal network. Please provide
.+ information about the infrastructure servers.
Location
DNS and Domain Controller Enter the DNS suffixes and the IP addresses of the internal DNS servers (which are assumed to be
= SR EE N O running on domain controllers). Remote dient computers will use this list of DNS suffixes to determine
Management which DNS queries should be directed to the internal DNS servers.

Name Suffix | IPv6 address of DNS Server

:{corp.contoso.com | 2002:836b:2:1:0:5efe: 10.0.0.1

{nls.corp.contoso.com

Select a local name resolution option:

" Only use local name resolution if the name does not exist in DNS (most restrictive)

Fall back to local name resolution if the name does not exist in DNS or the DNS servers are
unreachable when the dient computer is on a private network (recommended)

" Fall back to local name resolution for any kind of DNS resolution error (least secure)

Learn more... < Back | Next > I Finish Cancel

©2009 MICROSOFT CORPORATION. ALL RIGHTS RESERVED




i f“ n#O

D|rectAccess Setp Wizard- Step 3

(cont.)

-

LG ENWIyAMENEa G EMENRSEVELS

S DirectAccess Setup

= = Infrastructure Server Setup
= =
= 5‘
= = Remote dient computers must be able to access infrastructure servers before they can connect to resources on the internal network. Please provide
.+ information about the infrastructure servers.
Location
Internal computers can manage remote dient computers provisioned for DirectAccess.

DNS and Domain Controller

Enter the name or IP prefix of the management server(s) that will remotely manage DirectAccess
dients.

) _
TechNet Events

IP Address/Prefix
g 2002:836b:2:1:200:5efe: 157.60.79.2

Learn more...

< Back Next > | Finish I Cancel
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-ectAccess Setup

DirectAccess Application Server Setup
Application servers must be provisioned for access by remote client computers.

Communication between the remote client computers and the DirectAccess server is encrypted and authenticated.
You can also select application servers that require additional endto-end authentication and protection of traffic
between the DirectAccess client and server.

" Require no additional end4o-end authentication
¥ Require end4o-end authentication and traffic protection for the specified servers
Select the security groups that contain the servers that require authorization

92, Selected servers

Remove

Add... |
_ Benove |

™ Allow access to only those servers in the selected security groups

Application servers that are not in one of the selected security groups cannot be accessed. Selecting this option
does not change settings on the domain controllers, DNS servers, and management servers you selected earlier.

[~ Configure the |Psec connection security rules on these servers to perfform authentication without traffic protection

This option increases compatibility with network equipment but is less secure because it does not provide
integrity or privacy protection for the packet payload. The setting only applies to servers running Windows Server
2008 R2 or later.

Leam more.. Finish I Cancel
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»  Step By Step Guide: Demonstrate DirectAccess in a Test Lab
s [PV§
> Understanding IPv6, 2"d Edition MS Press book
v
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http://www.microsoft.com/servers/directaccess.mspx
http://technet.microsoft.com/en-us/network/dd420463.aspx
http://technet.microsoft.com/en-us/library/ee382297(WS.10).aspx
http://technet.microsoft.com/en-us/library/ee649163(WS.10).aspx
http://technet.microsoft.com/en-us/library/ee624056(WS.10).aspx
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=8d47ed5f-d217-4d84-b698-f39360d82fac
http://www.microsoft.com/learning/en/us/book.aspx?ID=11607&locale=en-us
http://www.microsoft.com/learning/en/us/book.aspx?ID=11607&locale=en-us
http://www.microsoft.com/learning/en/us/book.aspx?ID=11607&locale=en-us
http://www.microsoft.com/learning/en/us/book.aspx?ID=11607&locale=en-us
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