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Agenda

Å What is it?

Å How does it work?

Å How do I set it up?



DirectAccess-What is it?

Á Always on, bi-directional seamless connectivity to 
your intranet

Á Next generation remote access VPN technology

Á Reduces dependence on VPN connections

ÁMuch easier to òmanage-outó

Á Key requirements

ÁWindows 7 and Windows Server 2008 R2

Á Domain-joined computers



DirectAccess User Experience

Á On the intranet

Á Open laptop computer

Á Access intranet resources via LAN

Á Access Internet resources via intranet Web proxy

Á On the Internet

Á Open laptop computer

Á Protected tunnels to the DirectAccess server are automatically created

Á Access intranet resources via DirectAccess connection

Á Access Internet resources via ISP

Á Result

Á Same user experience for both environments



DirectAccess IT Administrator 
Experience

Á On the intranet

Á Open laptop computer

Á Updates Group Policy, installs updates

Á Accessible for remote administration

Á On the Internet

Á Open laptop computer

Á Updates Group Policy, installs updates

Á Accessible for remote administration

Á Result

Á Same IT administrator experience for both environments

Á Mobile nodes remain in compliance



DirectAccess-How does it work?

Á Arthur C. Clarkeõs Third Law

ÁòAny sufficiently advanced technology is 
indistinguishable from magic.ó

Á DirectAccess magic-enabling technologies

Á Internet Protocol version 6 (IPv6)

Á Internet Protocol security (IPsec)

Á The Name Resolution Policy Table (NRPT)

Á Network location detection



Magic-enabler: IPv6

Á Internet Engineering Task Force (IETF) standard 
replacement for IPv4 in TCP/IP

Á Extended addressing, but so much more

Á New features of IPv6 for Windows 7

Á IPv6 transition technology configuration via Group 
Policy

Á Why IPv6?

Á DirectAccess is a forward-looking technology

Á IPv6 provides global addressing and end-to-end 
connectivity for DirectAccess

Á Inherent problems with IPv4 and overlapping address spaces



Ideal DirectAccess Environment

Á IPv6 Internet and native IPv6 intranet
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Real World DirectAccess       
Environment

Á IPv4 Internet and IPv4-only intranet
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Getting IPv6 Traffic Across IPv4-only 
Networks

Á IPv6 transition technologies

Á Encapsulating IPv6 packets as IPv4 packets

Á Across the IPv4 Internet

Á 6to4

Á Teredo

Á IP-HTTPS

Á Across an IPv4-only intranet

Á Intra-Site Automatic Tunnel Addressing Protocol 
(ISATAP)



6to4

Á IPv4 protocol 41 encapsulation

Á 6to4 host

Á Requires a public IPv4 address

Á Uses a 6to4 relay to get to the IPv6 Internet
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Teredo

Á IPv4+UDP encapsulation

Á Teredo client 

Á Can be behind a NAT with a private IPv4 address

Á Uses a Teredo server and relay to self-configure and 
get to the IPv6 Internet
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IP-HTTPS

Á New protocol for Windows 7/Windows Server 2008 R2 

Á IPv4+HTTPS encapsulation

Á DirectAccess client 

Á Uses IP-HTTPS when 6to4 and Teredo connectivity are not 
available

Á Uses an IP-HTTPS server to access an intranet
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ISATAP

Á IPv4 protocol 41 encapsulation

Á Used on the IPv4-only portion of an intranet

Á Treats an IPv4-only infrastructure as a single subnet

Á Windows-based ISATAP hosts locate the ISATAP 
router by resolving the name òisatapó
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