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Agenda

• What is it?

• How does it work?

• How do I set it up?



DirectAccess-What is it?

 Always on, bi-directional seamless connectivity to 
your intranet

 Next generation remote access VPN technology

 Reduces dependence on VPN connections

 Much easier to “manage-out”

 Key requirements

 Windows 7 and Windows Server 2008 R2

 Domain-joined computers



DirectAccess User Experience

 On the intranet

 Open laptop computer

 Access intranet resources via LAN

 Access Internet resources via intranet Web proxy

 On the Internet

 Open laptop computer

 Protected tunnels to the DirectAccess server are automatically created

 Access intranet resources via DirectAccess connection

 Access Internet resources via ISP

 Result

 Same user experience for both environments



DirectAccess IT Administrator 
Experience

 On the intranet

 Open laptop computer

 Updates Group Policy, installs updates

 Accessible for remote administration

 On the Internet

 Open laptop computer

 Updates Group Policy, installs updates

 Accessible for remote administration

 Result

 Same IT administrator experience for both environments

 Mobile nodes remain in compliance



DirectAccess-How does it work?

 Arthur C. Clarke’s Third Law

 “Any sufficiently advanced technology is 
indistinguishable from magic.”

 DirectAccess magic-enabling technologies

 Internet Protocol version 6 (IPv6)

 Internet Protocol security (IPsec)

 The Name Resolution Policy Table (NRPT)

 Network location detection



Magic-enabler: IPv6

 Internet Engineering Task Force (IETF) standard 
replacement for IPv4 in TCP/IP

 Extended addressing, but so much more

 New features of IPv6 for Windows 7

 IPv6 transition technology configuration via Group 
Policy

 Why IPv6?

 DirectAccess is a forward-looking technology

 IPv6 provides global addressing and end-to-end 
connectivity for DirectAccess

 Inherent problems with IPv4 and overlapping address spaces



Ideal DirectAccess Environment

 IPv6 Internet and native IPv6 intranet
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Real World DirectAccess       
Environment

 IPv4 Internet and IPv4-only intranet
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Getting IPv6 Traffic Across IPv4-only 
Networks

 IPv6 transition technologies

 Encapsulating IPv6 packets as IPv4 packets

 Across the IPv4 Internet

 6to4

 Teredo

 IP-HTTPS

 Across an IPv4-only intranet

 Intra-Site Automatic Tunnel Addressing Protocol 
(ISATAP)



6to4

 IPv4 protocol 41 encapsulation

 6to4 host

 Requires a public IPv4 address

 Uses a 6to4 relay to get to the IPv6 Internet
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Teredo

 IPv4+UDP encapsulation

 Teredo client 

 Can be behind a NAT with a private IPv4 address

 Uses a Teredo server and relay to self-configure and 
get to the IPv6 Internet
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IP-HTTPS

 New protocol for Windows 7/Windows Server 2008 R2 

 IPv4+HTTPS encapsulation

 DirectAccess client 

 Uses IP-HTTPS when 6to4 and Teredo connectivity are not 
available

 Uses an IP-HTTPS server to access an intranet

IPv4 Internet Intranet

IP-HTTPS client

IP-HTTPS server IPv6 node

IPv4 HTTP IPv6 packetTCP

Encrypted by SSL session



ISATAP

 IPv4 protocol 41 encapsulation

 Used on the IPv4-only portion of an intranet

 Treats an IPv4-only infrastructure as a single subnet

 Windows-based ISATAP hosts locate the ISATAP 
router by resolving the name “isatap”
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Getting IPv6 Traffic to IPv4-only 
Endpoints

 Translating IPv6 and IPv4 traffic

 NAT64

 Network Address Translation-Protocol Translation 
(NAT-PT)
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Summary of IPv6 for DirectAccess

 DirectAccess requires IPv6 end-to-end

 DirectAccess client only sends IPv6 traffic

 Intranet resource must be 

 IPv6-capable (native IPv6 or ISATAP)

 Reachable via NAT64 or NAT-PT

 DirectAccess clients use 6to4, Teredo, or IP-
HTTPS to send IPv6 packets to the DirectAccess 
server across the IPv4 Internet

 You can use ISATAP on your intranet while you 
deploy native IPv6



Magic-enabler: IPsec

 IETF standard for protecting IP traffic (IPv4 and 
IPv6)

 Peer authentication, data integrity, and data 
confidentiality (encryption) at the Internet layer

 IPsec modes

 Transport mode: protect the packet payload

 Tunnel mode: protect the entire packet

 DirectAccess and IPsec

 Tunnel mode to encrypt traffic across the Internet

 Transport mode to protect traffic to intranet resources



IPsec in Windows

 Connection security rules in Windows Firewall 
with Advanced Security

 Rule example: 

 For traffic to HRSRV1, authenticate using Kerberos computer 
credentials, use SHA-1 for data integrity, and AES-128 for data 
confidentiality

 New features of IPsec for Windows 7 and 
Windows Server 2008 R2 for DirectAccess

 Dynamic tunnel endpoints

 Tunnel authorization

 Authentication with null encapsulation



DirectAccess Deployment Models

 Full intranet access

 Selected server access

 End-to-end access



Full Intranet Access Model

 IPsec tunnel mode encryption over the Internet

 No protection of traffic on the intranet
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Selected Server Access Model

 IPsec tunnel mode encryption over the Internet

 IPsec transport mode data integrity for traffic to specified servers on 
the intranet (exclusive or non-exclusive)
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End-to-end Access Model

 IPsec transport mode encryption for all intranet 
traffic
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Magic-enabler: NRPT

 New to Windows 7 and Windows Server 2008 R2

 DNS Client service table for special handling of DNS 
queries

 DirectAccess

 DNS Security Extensions (DNSSEC)

 For DirectAccess, acts as a client-side conditional forwarder

 Determines which names should be directed to which DNS servers
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IPv6 addresses for s1.corp.contoso.com?   AAAA = 2002:836b:1:1:0:5efe:10.0.21.117



NRPT and DirectAccess

 For intranet FQDNs, send IPv6-specific name 
queries to the IPv6 address of an intranet DNS 
server

 Returns only AAAA records

 For other FQDNs, send general name queries to 
interface-configured DNS servers

 Exemption rules for specific FQDNs that match 
the intranet namespace 

NRPT

.corp.contoso.com 2002:836b:1:1:0:5efe:10.1.1.99

2002:836b:1:1:0:5efe:10.1.1.100



Magic-enabler: Network Location 
Detection

 Firewall profile determination

 The attached networks and their profiles

 Intranet detection

 Whether the DirectAccess client is directly connected 
to the intranet



Firewall Profile Determination

 Network Location Awareness service determines

 The attached networks

 Their profile type (public, private, domain)

 New to Windows 7 and Windows Server 2008 R2

 Multiple active firewall profiles

 DirectAccess connection security rules for IPsec 
protection are specified for the public and 
private profiles only



Intranet Detection

 Also known as inside/outside detection

 Tests access to an intranet-only HTTPS-based 
URL

 When on the intranet

 Don’t use DirectAccess rules in the NRPT (normal 
intranet access)

 When not on the intranet

 Use DirectAccess rules in the NRPT to separate DNS 
queries



Putting the Magic All Together

 Let’s examine the role of IPv6, IPsec, the NRPT, 
and network location detection for a 
DirectAccess client

 On the intranet

 Expected result is normal intranet access

 On the Internet

 Expected result is tunneled, encrypted, and separated intranet 
access



DirectAccess Client on the Intranet

 DirectAccess client assumes that it is not on the 
intranet

 Connection security rules are active and DirectAccess 
NRPT rules are present

 Network Location Awareness service determines 
that an attached network is in the domain profile

 Connection security rules are deactivated

 DirectAccess client accesses intranet HTTPS-
based URL

 DirectAccess rules are removed from the NRPT

 DirectAccess client has normal intranet access



DirectAccess Client on the Internet

 DirectAccess client assumes that it is not on the intranet

 Connection security rules are active and DirectAccess NRPT rules 
are present

 Network Location Awareness service determines that the 
attached networks are only in the public and private 
profiles

 Connection security rules remain active

 DirectAccess client cannot access intranet HTTPS-based 
URL

 DirectAccess rules remain in the NRPT

 DirectAccess client uses the NRPT and connection 
security rules to create tunnels, resolve intranet FQDNs, 
and access intranet resources



DirectAccess-How Do I Set it Up?

 Infrastructure components

 DirectAccess server and client requirements

 Before running the DirectAccess Setup Wizard

 The DirectAccess Setup Wizard

 DirectAccess deployment options



DirectAccess Infrastructure   
Components

 Active Directory Domain Services

 At least one IPv6-capable DC for DirectAccess clients 
(Windows Server 2008 or later)

 DNS

 At least one ISATAP and IPv6-capable DNS server for 
DirectAccess clients (Windows Server 2008 Service 
Pack 2 or later)

 Certification Authority (CA)

 Certificates for DirectAccess clients, DirectAccess 
servers, network location server

 CRL distribution points for the intranet and Internet



DirectAccess Infrastructure   
Components (cont.)

 Network location server

 Web server capable of hosting an HTTPS URL

 DirectAccess server

 DirectAccess clients

 NAT64 or NAT-PT (optional)



DirectAccess Deployment

DirectAccess 

client

Internet

DirectAccess 

server

Application 

servers

Intranet

AD DS

DNS

IPv4-only 

application 

servers

NAT64 or 

NAT-PT

Network 

location 

server

CA

CRL 

distribution 

point

CRL 

distribution 

point



DirectAccess Server Requirements

 Windows Server 2008 R2 or later

 Member of an AD DS domain

 At least two network adapters that are connected 
to the Internet and your intranet

 2 consecutive, public IPv4 addresses configured 
on the Internet network adapter

 Certificates 

 Computer certificate for IPsec authentication

 Secure Sockets Layer (SSL) certificate for IP-HTTPS



DirectAccess Client Requirements

 Windows 7 Ultimate Edition, Windows 7 
Enterprise Edition, Windows Server 2008 R2

 Member of an AD DS domain

 Computer certificate for IPsec authentication



Before Running the DirectAccess Setup 
Wizard

 AD DS

 Security groups for DirectAccess clients (required) and selected 
servers (optional)

 Internet firewall

 Packet filters to allow 6to4, Teredo, and IP-HTTPS traffic

 PKI

 Autoenrollment for computer or other certificates

 Internal and external CRL distribution points

 Additional SSL certificate on the DirectAccess server

 Web

 Create HTTPS-based network location URL

 DNS

 Remove ISATAP from global query block list



Installing and Configuring    
DirectAccess

 Install the DirectAccess Management Console 
feature with Server Manager

 DirectAccess Management administrative tool

 Setup node

 Run the DirectAccess Setup Wizard

 Monitoring node

 Monitor components of DirectAccess on the server



Demo



DirectAccess Setup Wizard

 Step 1

 DirectAccess clients

 Step 2

 DirectAccess server

 Step 3

 Infrastructure servers

 Step 4

 Application servers



DirectAccess Setup Wizard-Step 1

 Security groups for DirectAccess clients



DirectAccess Setup Wizard-Step 2

 Internet and intranet interfaces

 Smart card authorization



DirectAccess Setup Wizard-Step 2  
(cont.)

 Certificate authentication for IPsec and the IP-HTTPS 
certificate



DirectAccess Setup Wizard-Step 3

 Network location HTTPS URL



DirectAccess Setup Wizard-Step 3 
(cont.)

 NRPT rules



DirectAccess Setup Wizard-Step 3 
(cont.)

 Identify management servers



DirectAccess Setup Wizard-Step 4

 Selected server access 
model

 End-to-end protection and 
exclusive access to selected 
servers

 End-to-end protection to 
selected servers and no 
protection to all other 
servers



Result of DirectAccess Setup Wizard

 DirectAccess client GPO

 IPv6 transition technologies

 Connection security rules

 NRPT entries

 Intranet detection settings

 DirectAccess server GPO

 Connection security rules

 Selected servers GPO

 Connection security rules



Result of DirectAccess Setup Wizard  
(cont.)

 DirectAccess server configured as

 6to4 relay

 Teredo server and relay

 IP-HTTPS server

 ISATAP router



DirectAccess Deployment Options

 High availability

 Hyper-V configuration

 Scaling up

 Microsoft Forefront Unified Access Gateway (UAG) (in 
beta)

 Includes a NAT64

 Network Access Protection (NAP) integration

 Require health certificates for intranet tunnel

 Server and domain isolation integration



DirectAccess Deployment Options 
(cont.)

 Moving IPsec gateway function to another 
computer with IPsec offload hardware

 Force tunneling

 Providing DirectAccess clients access to the IPv6 
Internet



Using DirectAccess and VPN 
Concurrently

 Configure VPN servers to allow access to network 
location server, even when access is restricted

 Must use separate VPN and DirectAccess servers

 UAG allows them to coexist on the same server

 Client is either using VPN connection or 
DirectAccess

 When VPN connection is active, computer is on the 
intranet and DirectAccess is not used

 When VPN connection is not active, computer is not 
on the intranet and DirectAccess is used



Additional Resources

• DirectAccess

• DirectAccess Solution Web site

• DirectAccess TechNet Web site

• DirectAccess Design Guide

• DirectAccess Deployment Guide

• DirectAccess Troubleshooting Guide

• Step By Step Guide: Demonstrate DirectAccess in a Test Lab

• IPv6

• Understanding IPv6, 2nd Edition MS Press book

http://www.microsoft.com/servers/directaccess.mspx
http://technet.microsoft.com/en-us/network/dd420463.aspx
http://technet.microsoft.com/en-us/library/ee382297(WS.10).aspx
http://technet.microsoft.com/en-us/library/ee649163(WS.10).aspx
http://technet.microsoft.com/en-us/library/ee624056(WS.10).aspx
http://www.microsoft.com/downloads/details.aspx?displaylang=en&FamilyID=8d47ed5f-d217-4d84-b698-f39360d82fac
http://www.microsoft.com/learning/en/us/book.aspx?ID=11607&locale=en-us
http://www.microsoft.com/learning/en/us/book.aspx?ID=11607&locale=en-us
http://www.microsoft.com/learning/en/us/book.aspx?ID=11607&locale=en-us
http://www.microsoft.com/learning/en/us/book.aspx?ID=11607&locale=en-us



